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ABSTRACT

In this study, a consumer-initiated Service Level Agreement (SLA) framework
was developed for Grid-based services in order to address the problems of rigidity
and inability to meet consumer return-on-investment (ROI) of existing techniques
that are provider initiated.

A model for SLA template selection that accepts consumer Service Level
Objectives (SLOs) metrics such as availability, reliability and cost was proposed. The
weighted Euclidean distance measure function was then used in the process of
selecting SLA templates that meet consumer-initiated criteria from the pool of
available service template directory. Thereafter, a performance comparison of the
consumer-initiated (C-SLA) approach with the classical provider-initiated (P-SLA)
approach using consumer satisfaction, scalability and precision was carried out. The
performance model simulation was carried out using Java programming language.

The results obtained from the simulation showed that the C-SLA approach
brings more satisfaction to a consumer as compared to the P-SLA approach. For
instance, a statistical ztest analysis of difference of two proportions conducted on
observed results for 900 sample requests returned 327 accepted SLA templates for
the P-SLA scheme while 752 was accepted for CSLA scheme. Also, the result
showed that the CSLA scheme is more scalable than the P-SLA scheme. For
example, as the number of requests increased from 100 to 1000, template
acceptance ratio increased from 78% to 82 % for the C-SLA scheme and declined
from 38% to 33% for the P-SLA scheme. The result further showed that on average
CSLA is 83% precise in retrieving relevant SLA templates while the P-SLA is 60%
precise.

It was concluded that C-SLA as proposed in this research provides more satisfaction to

consumers, scales as the number of service request increases, and is more precise.



CHAPTER ONE

INTRODUCTION

1.1 Overview

As the move towards service-orientation within the software industry becomes a
reality, Service Level Agreement (SLA) has been identified as an important process in
the management of contractual agreement between service provider and consumer for
Quality of Service (QoS) offered and required during Grid service provisioning and
consumption. This research work proposes a framework that considers consumer-

requirements during the selection of SLA templates.

Our approach selects and offers the most appropriate template to the consumer based
on their QoS preferences. A consumer specifies both hard and soft QoS metric
requirements elaborating much on the preferred weights and actual values together
with the anticipated budget. This framework reduces overheads created during
traditional iterative negotiations across different distributed administrative domains in
the commercial Grid. Therefore, negotiation time is also reduced. It is also proposed
that the resulting rate of failure to successfully complete an SLA creation process will be
greatly reduced. In doing so, we wish to achieve two factors, flexibility and high
consumer satisfaction. These factors would aid in the uptake of commercial Grids

thereby enabling flexible adaptation to changing consumer requirements and also



allowing efficient automation of SLA creation process. In this work we focus on the
possibilities and impact of the creation of SLA templates being determined by the

consumer of the service.

Chapter One begins by motivating the need for consumer-centric SLAs. It then
continues by giving a brief background on commercial Grid SLAs with the challenges
that call for a consumer-centric SLA creation process. The problem that this work
addresses is described in Section 1.3. The rationale behind carrying out this research is
presented in Section 1.4. The goals as well as the objectives to be met in order to
address the stated problem are presented in Section 1.5. The methodology for
addressing this problem is then discussed in Section 1.6 and finally the organization of

the rest of the thesis is given in Section 1.7.

1.2 Background

The pervasive nature of the Internet coupled with its reliance on open standards has
made it become the backbone of the world economy and has created a new global
world of free exchange of ideas, interests, and transactions. Amongst the many benefits
of the internet, electronic commerce (e-commerce) perhaps, seems the greatest. It offers
businesses unique opportunity of a global connection of buyers, sellers and suppliers.
Many businesses were able to take advantage of this opportunity by transforming their

key business activities to ebusiness (Kabanda et al, 2007). However, advances in



communication and networking technologies are currently facilitating collaboration
and interactions among businesses dispersed in different physical locations. Thus, very
large and rigid enterprise applications are being substituted by modular, distributed

components offered as a service and are consumed on-demand (Masche et al., 2006).

One emerging technology facilitating business collaboration and enterprise application
integration is Grid computing (Foster et al, 2001). Although Grid application in
research and education has recorded tremendous success, its application in business is
still at infancy stage. Grid adoption (in the commercial industries) depends on the
ability of the technology to deliver increased business value (Joseph et al, 2004). The
business issues relating to the adoption of Grid include key factors such as, reducing
operational expenses, creating a scalable and flexible infrastructure, accelerating
development time, improving time to market, increasing customer satisfaction and
business productivity. In order to achieve these objectives, the utility computing model
has been suggested for Grid deployment in the enterprise.

When the utility computing model is applied in a Grid environment, it means Grid
services are accessed on-demand and consumers pay only for what is used. Whereas
traditional model of Grid usage has focused on big corporations who can afford high
performance computing infrastructure, the utility business model makes Grid
technology accessible to all on pay-as-you-go, just like other public utilities (e.g water,

electricity etc). In particular, this would be of benefit to the Small, Medium and Micro



Enterprises (SMMEs) who are constrained in accessing Information Technology (IT)

services due to lack of suitable infrastructures.

In view of the foregoing, the Center for Mobile e-Services, Department of Computer
Science, University of Zululand has proposed an architecture known as Grid-based
Utility Infrastructure for SMME-enabling Technology (GUISET). GUISET is an e
infrastructure aimed at providing on-demand IT services to the infrastructure-
constrained SMMEs. The GUISET architecture (Adigun et al, 2006; Buthelezi et al,
2008), leverages on emerging service-orientation of Grid and evolving utility computing
business model for IT services provisioning. The GUISET infrastructure brings together
an array of service providers and consumers through a generic middleware platform for
service exchange.

Certainly, the key to the success of such an infrastructure is the efficient delivery of IT
functionalities that meet consumer's need. As a result, Quality of Service (QoS)
constitutes an important factor that must be given utmost consideration to achieve
efficient service delivery. In fact, one of the basic requirements of any Grid system is the
ability to provide high-level QoS needed for satisfactory consumer experience. Thus,
QoS validation must exist as a basic feature in GUISET, as measured by the available

resource or business metrics. These metrics include: response time measurements,



aggregated event performance monitoring, resource scalability, availability, autonomic

features and reliability.

To deal with this QoS requirement, there is the need to rely on a management
framework in which the confidence of the consumer is established through a contract
with the provider of the service. Such contracts, commonly known as Service Level
Agreement (SLA) define the QoS as well as the terms and conditions that a consumer
and a provider of a service have agreed upon (Michell et al, 2005). The SLA is an
explicit statement of the expectations and obligations that exist in a business

relationship between the service providers and the service consumers (Bhoj et al, 2001).

A lot of scholarly work has been proposed in the single service offering context covering
areas such as SLA creation (Pichot et al, 2007), negotiation (Hung et al, 2004) and
management (Kreger, 2003), together with SLA languages and specification (Andrieux
et al, 2005), (Keller et al, 2003), (Tosic et al, 2003) or defining SLAs in commercial
Grids (Leff et al, 2003), (Verma et al, 2001), (Sahai et al, 2003). However, despite all
these efforts from the research community, very few business entities have practically
taken up the use of SLAs as a way of managing expectations, clarifying responsibilities
and facilitating communication among one another within the Grid environment

(SPC, 1998). In fact, SLAs are by far any near from becoming an operational tool for



establishing agreements between providers and consumers (Wieder et al., 2006: Peer

Hasselmeyer et al., 2007).

Peer Hasselmeyer et al., (2006) identified low flexibility as the cause of resistance to e-
business uptake by SMMEs. They also identified poor usability and high maintenance
cost. An empirical study conducted by Aranda-Mena et al (2006) revealed the factors
affecting up-take of e-business by SMMEs. These factors included attitudes, lack of drive
for up-take, natural risk-aversiveness and also, the need for diffusion, awareness and
skills development. Some other reasons include, fear of the unknown, SLA complexity
or SLA rigidity. As a result, there still exists a gap between the development of SLAs as a
concept and as a widely accepted tool for commercial Grid uptake. It is the latter that

forms the driving force of this work.

The life-cycle of an SLA may broadly be classified into the following phases: template
creation, deployment and provisioning, enforcement and monitoring, and termination (Dan et
al., 2003). For two parties to have established an SLA between each other, they must
have agreed on an SLA template. These SLA templates thus, form the basis of the
negotiation process. After the signatory parties have agreed on the template, an SLA is
established between them. The SLA would, explicitly define the service to be rendered
by the provider, the cost of that service to the consumer and the penalties to be

incurred by the provider the case of an SLA violation (Leff et al, 2003).



Most SLA templates are defined by the providers of services (Kaminski et al, 2006a;
Vassiliadis et al, 2006). However, a closer look at the contents of the template reveals
that it defines more of the provider’s goals and objectives. As a result, providers offer a
limited degree of customization of the QoS metrics and metric levels, endorsing rigidity
and disregarding the involvement of consumers in order to ascertain their QoS needs.
According to Vassiliadis et al, (2006) and Patel and Darlington, (2007), such forms of
rigidity are no longer acceptable in a competitive commercial Grid as they lead to
unachievable targets for the consumer and hence, the consumer might end up resisting

the provider’s service.

SPC Essentials! Newsletter, (SPC,1998) suggested that in order to reduce the risk of
consumer resistance and gain competitive edge, it is important that service providers
know, before hand, what metrics are most and least important to the consumer, so that
they can then, aim toward satisfying the consumer’s needs. To ensure a balance of risk
and benefits for both the service consumer and the provider, it takes a good
appreciation of the impact that various service levels may have on both parties (Trzec
and Huljenic, 2003). The traditional way of offering provider-defined SLA templates is

becoming less effective as it is rigid to the ever-changing consumer QoS preferences.



The degree of customization offered to the consumer is inadequate as it lacks the
flexibilities they require. According to Vassiliadis et al (20006), such flexibilities are due
to the fact that, because of proliferation of information through the Internet,
consumers are becoming more aware of what they require from the provider,
emphasizing more on metrics that improve Return-On-Investment (ROI), and that
decisions are based on solid business metrics. In the past, SLAs aimed at exceeding a
particular threshold of QoS metrics. For instance, a service with an availability metric of
99.9% would be favoured by a consumer but lately, consumers require QoS levels that
are linked to tangible business productivity enhancements. Such a metric would
probably be unnecessarily too high and thus, expensive (Kaminski and Perry, 2006a).
Inefficient system behaviour of this nature from the provider in a highly competitive
commercial Grid would not be desirable. When the provider tries to take control of the
agreement creation process - which should include the participation of both parties, the
service consumer might end up resisting the provider's service (SPC, 1998). As a result
of this change, the type of SLAs sought in the past are now different from those sought

presently.

In recognition of the significance of SLAs in service provisioning and the need for the
SLA creation phase to be one that is inclusive of consumer requirements, we proposed

a consumer-initiated SLA creation process for the GUISET infrastructure described in



(Adigun et al, 2006; Buthelezi et al, 2008). With this our work achieved increased
consumer satisfaction, a factor that ultimately enhances and encourages uptake and
lessens consumer resistance to commercial Grid uptake. Our work focused on the
possibilities and impacts of an SLA template creation process that encompasses the
service consumer and concluded that the resulting rate of failure to successfully complete

the SLA creation process is kept minimal.

1.3 Statement of the Problem

Clearly, from the foregoing discussion, there is the need to reduce the rigidity often
associated with the creation of the SLA template. Due to technological evolutions,
consumers’ QoS requirements are also responding to this change. As a result, SLAs
being sought presently are different from those sought in the past with consumers no
longer being attracted to the high threshold levels in QoS metrics. Rather, consumers
are now more interested in threshold values that directly and positively improve on
tangible productivity enhancements. Thus, the traditional SLA creation approach
where providers solely create or formulate the SLA template is no longer suitable as it
leads to unachievable targets for the consumer. Such SLA templates are characterized by
limited degree of customization as well as reflecting mostly on provider’s objectives.
This study, therefore, aims at improving on traditional approaches to SLA creation by
incorporating customization into the specification of SLA templates.

In view of the foregoing, this research proposes to investigate the following concepts:



(i) Formulation of flexible SLA templates that incorporates the interest of
service providers and consumers.
(ii)  Formulation of a method for the SLA template creation process that
considers gradual consumer requirements changes.
As a result, the following main research question arises:
(i) How can SLA templates be flexibly selected to reflect individual consumer’s
requirements’
Sub questions that emanate from this main research question include:
a. How can an SLA framework that attempts to anticipate consumer QoS
requirement changes be formulated?
b. How will the most appropriate template be selected among a list of

alternatives’

1.4 Rationale of the Study

Service Level Agreements (SLAs) are an essential instrument for service providers to
advertise their services’ quality, as well as to manage their resources. Service consumers
on the other hand use SLAs to formalize guarantees on service quality properties.
However, with consumers being more aware of the QoS metrics they require from the

. PN . .. . . . )

provider, it is undeniable that consumer participation is vital to ensure each consumer’s
needs are satisfied. The success index of any software product is largely determined by

consumer acceptance through communication with and getting the consumers
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requirements right (Marasco, 2006; Begic, 2005). Given this information, the envisaged
consumer-centric SLA creation framework will enhance and encourage the uptake and
seizure of commercial Grids, which are inevitably the future form of e-commerce. This
work hopes that the targeted SMMEs, who are characterized by conservativeness and
tight budget constraints, would most definitely see the need to move with the inevitable
current trend towards e-services thereby, reducing marginalization by their already
established large organization counterparts. Therefore, this research work was an effort
at formulating an SLA framework that incorporates consumers in SLA template
formulation, closing the gap between the development of SLAs as a concept and as a

widely accepted tool for commercial grid uptake.

1.5 Research Goals and Objectives

1.5.1 Research Goal
The goal of this research was to develop a framework for flexible SLA template creation

based on consumer’s QoS requirements.

1.5.2 Research Objectives
The above goal was formulated as an equivalent of some lower-level objectives, which
were:

(i) To investigate existing approaches to SLA creation and how service

consumers were incorporated into the SLA creation process.
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(ii))  To formulate consumer-centric SLA architectural model based on (i) as a
derivative of existing best practices.

(iii) To develop an algorithm capable of effectively selecting from a variety of
Grid services the appropriate service based on consumer requirements
and preferences and be able to anticipate gradual consumer requirements
changes.

(iv)  To evaluate the proposed architectural model and algorithm developed in
(ii) and (iii) above, respectively against classical provider-centric SLA

architectural models and algorithms.

1.6 Research Methodology
The achievement of the above mentioned objectives was possible through the

employment of the following methodologies:

1.6.1 Literature search

This aspect of the research included conducting an extensive survey of existing
approaches for SLA models in a service-oriented environment. During the survey,
clarity was sought from existing works on accepted standards to implementing a
commercial grid-based SLA using a Service Oriented Architecture (SOA) approach and
also to what extent resource consumers were partaking in SLA creation in order to

enable the selection of desired services. The survey exposed various languages used to
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specify QoS metrics in SLA and the selection algorithms and techniques used for grid
or web services selection. Knowledge gained from this survey was utilized in the
evaluation of existing provider-initiated SLA creation approaches, understanding of the
functioning of web service selection algorithms and also for the

formulation/identification of metrics to use during evaluation of the proposed model.

1.6.2 Framework development

Framework development required an analytical approach to evaluating what has already
been achieved in SLA research. Then knowledge gained here provided the baseline
wisdom needed for the target framework development. Finally, the architectural design

of the SLA framework was done using SOA approach.

1.6.3 Proof of concept

As a proof of concept, a simulation of the proposed consumer-initiated SLA template
creation framework was conducted. This was benchmarked with another simulation of
classical SLA template creation frameworks based on the provider-initiated approach.
Benchmarking was conducted using appropriate performance parameters as a way of
evaluating the two approaches. These parameters included: consumer satisfaction,

scalability and precision.
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1.7 Organization of the Dissertation

The remainder of the dissertation is organized as follows: Chapter 2 outlines the
background concepts in the area of SLAs, Grid and web services. Chapter 3 analyzes the
related literature. In Chapter 4, we describe our proposed consumer-centric SLA
creation and QoS-based SLA template selection framework. We present evaluations of
the proposed framework in Chapter 5 which describes the simulation layout and then
discusses sets of experiments conducted. The dissertation is concluded and some

pointers on directions for future work are given in Chapter 6.
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CHAPTER TWO

BACKGROUND

This Chapter presents a background of key concepts in Service Oriented Architecture
and Grid computing. Grid computing has brought about the ability for consumers to
utilize Grid services without having to own them. The Chapter then goes on to
introduce SLAs as an approach to clearly state responsibilities and expectations of
interacting parties in a Grid environment. SLAs have been introduced in Grid
computing to ensure that consumers are guaranteed of the QoS they require for a
charge avoiding the incompetence associated with service provision based on “best
effort.” Applying the SLA however, requires the co-operation from both service
provider and consumer. While the process of SLA establishment varies among
organizations, in order to realize success in the process, SPC Essentials! Newsletter,
(SPC, 1998), proposed signatory parties to take heed of the following facts of
establishing an SLA: (1) Use of the SLA as a weapon (2) Confusing the SLA document
and the SLA process (3) Having unrealistic expectations from an agreement (4)
Omitting the management elements of the agreement (5) Neglecting to manage the

implemented agreement and, (6) Not creating the agreement unilaterally.

In Section 2.1, we present Service Oriented Architectures, while Section 2.2 discusses

Web Services. Section 2.3 discusses Grid computing and the notion of Commercial
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Grids. In section 2.4, we give an analysis of Service Level Agreements and Section 2.5

concludes this Chapter.

2.1 Service Oriented Architecture

The Service Oriented Architecture (SOA) is an architectural approach whereby an
application is composed of independent, distributed and co-operating components
called services (TNGC, 2006). A collection of such services constitutes the application.
The services can be rendered within or outside of the organizational physical
boundaries and security domains. Furthermore, the various service components can
exist on varying platforms and can be implemented using different programming

languages.

The key concept of SOA is that the functionality implemented by a service is exposed
via a standard-based interface declaration. The implementation details are hidden from
the consumers of the service; they only invoke the service based on the operations
exposed by these interfaces. The SOA’s basic components are elements and the
operations messages they exchange with each other. There are three key elements of an

SOA: Service Provider, Service Requestor and Service Registry (As shown in Figure 2.1).
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Figure 2. 1. Elements of the Service Oriented Architecture (SOA)

The Service Provider’s role is to implement and expose a service, create a description for
it, publish that service description to one or several service registries, and accept service

invocation messages from one or several Service Requestors.

The Service Requestor’s role is to find a service description that has been published by the
service provider to one or more Service Registries, and for using service descriptions to
bind to or invoke services hosted by Service Providers. Any consumer of a service can
be considered a Service Requestor.

The Service Registry’s role is to advertise service descriptions published to it by the Service
Providers, and providing the means for Service Requestors to search from a collection
of service descriptions contained within the Service Registry. Once the Service Registry
provides a match between the Service Requestor and the Service Provider, the Service

Registry is no longer needed for the interaction.
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Application components can have any of the above responsibilities and can also have
more than one of these responsibilities. The goal of SOA is to move away from
monolithic inflexible applications towards flexible services that allow for massive reuse
and on demand access. The SOA is a major advancement in the development,
deployment and interconnection to ebusiness and e-government systems. One
interesting way of implementing the SOA is to take advantage of Web services, which
can be used in the process of service definition, discovery and execution as discussed in

the next section.

2.2 Web Services

Web Services (WS) are application components that communicate using open protocols
such as HyperText Transfer Protocol (HTTP), Extensible Markup Language (XML) and
Simple Object Access Protocol (SOAP). The Web Services community has investigated
requirements for WS architectures (Afzal et al., 2004) and provided a number of
relevant standards proposing how Web Services can be described, registered, searched
for, accessed or composed: Web Service Description Language, WSDL (Christensen, et
al, 2001), UDDI (OASIS, 2003: Curbera et al., 2002), SOAP (Box et al., 2000),
BPEL4WS (IBM, 2003) etc.

Web Services also support a more general trend towards Service Oriented Computing,

promising to transform enterprise software systems to an orchestral of loosely coupled
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reusable service components. Providing a better connectivity among business partners,
Web Services support not only e-commerce in its narrow scope (which by many is
perceived as the electronic transactions among business partners), but also e-commerce
in a wide scope (which many call e-Business) addressing all aspects of business operation
and support. They are designed to support interoperable machine-to-machine
interaction over a network. Web services are distributed, loosely coupled, autonomous
software modules that offer specified functionality over web protocols (Tiropanis,
2003). The functionality of Web Services can be combined to offer composite services
to human users or software applications. A concept often referred to as Web Service
Orchestration.

As an emerging technology for application-to-application remote interactions over the
internet, Web Services provide a standard means of communication among
heterogeneous software applications regardless of their platforms. The standardization
of Web Services and continued adoption by key industry players led to an alignment of
the Grid vision with that of Web services and the formulation of the Open Grid
Services Architecture (OGSA) by the Grid community. The OGSA is a Grid
architecture that is formulated to take advantage of Web services technology especially
in the area of messaging, discovery and invocation of services (OGSA-WG, 2003). With
this convergence the Grid is now seen as a general-purpose service infrastructure that

could meet various needs of the society at large.
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2.3 Grid Computing

Grid computing is viewed as the next phase of distributed computing. Built on Internet
standards, Grid computing enables organizations to share computing and information
resources across departmental and organizational boundaries in a secure and highly
efficient manner. Although, the idea of what constitutes a Grid is still a debate in the
literature, but a definition widely adopted was the one by lan Foster. He defined a Grid
as a system that "coordinates resources that are not subject to centralized control using
standard, open, general-purpose protocols and interfaces to deliver nontrivial qualities
of services" (Foster, 2002). In general, from the viewpoint of the application layer, a
Grid can exist in one of three primary types namely: Computational Grid, Scavenging
Grid and Data Grid (Jacob, 2003). A computational Grid is a Grid that focuses on
setting aside resources particularly for enhancing computing power. A scavenging Grid
usually includes large numbers of desktop machines which are scavenged for available
CPU cycles and other resources. A data Grid is responsible for housing and providing
access to data across multiple organizations.

Grid computing enables research-oriented organizations to solve problems that
previously would not have been possible due to their computing and data requirements.
Grids also reduce costs by means of automation and improving IT resource utilization.
Finally, Grid computing can increase an organization's agility enabling more efficient

business processes and greater responsiveness to change. Over time, Grid computing
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will enable a more flexible, efficient and utility-like global computing infrastructure.
Organizations worldwide are making use of Grid computing where available in such

diverse areas as collaborative scientific research, drug discovery, financial risk analysis,

and product design (Quan, 2000).

2.3.1 Commercial Grids

While traditional Grids assume mutual cooperation between organizations, a
commercially viable Grid needs to be governed to replace the assumption of
cooperation. In view of the foregoing, SLAs have been proposed as the ideal tool for
governing Grid service provisioning and consumption, guaranteeing QoS, and
establishing consumer confidence (Mitchell and McKee, 2005).

The provision of services in a commercial Grid always implies a service consumer’s
consumption of a service that is purchased from a provider. In such a Grid computing
environment, resource management systems need to provide mechanisms and tools that
allow service consumers and service providers to specify their requirements and achieve
their goals. The commercial Grid assumption is that there is a market where players
such as service consumers and service providers participate with the aim to meet
requirements and make profit (Leff et al., 2003). The use of SLAs can allow the
provider to reduce costs and allow them to make more efficient use of their services by

being able to plan ahead and, if necessary, commission or decommission new resources
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when there are spikes or troughs in demand. SLAs help consumers to evaluate their

contracted service.

2.4 Service Level Agreements

Service-oriented computing (SOC) is an important focus area for industrial computer
systems, as it highlights the extremely important interactions between service provider
and service consumer. SLAs and service policies are key issues in SOC. An SLA
typically incorporates a time bound and a probability bound on a particular path
through the system (Clark and Gilmore, 2007). SLAs would clarify the metric against
which the service is being judged, the process by which service provision would be
measured, and the penalty to be incurred if the service is not delivered with the agreed
level of QoS.

An SLA would define both functional and non-functional guarantees of a service
provision. The latter plays a crucial role in service discovery, selection and substitution.
It is these non-functional properties that enable a consumer to differentiate between
services that provide the same functionality which can fulfill their particular need.
Other tasks such as service negotiation, composition and monitoring are also based on
non-functional properties of an SLA. The guarantee provided to the service consumer
by an SLA would basically be that the services would be rendered in a fully operational

and acceptable manner. This is stated in the SLA based on non-functional properties
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and QoS values. For service providers, SLA allow for ease in planning of resource
allocation thereby averting the risks associated with unforeseen legal
misunderstandings. The proliferating demand for e-business finds service providers
eager to enforce SLAs allowing for autonomous service monitoring and management.

The non-functional requirements and their QoS models play a great role in the

widespread uptake of SLAs and all other service related tasks (NFPSLAM-SOC, 2008).

2.4.1 Structure of an SLA document

This sub-section describes the structure of SLAs as defined by the two leading SLA
standards - Web Service Level Agreement (WSLA) and WS-Agreement. The general
structure of an SLA, according to (Keller and Ludwig, 2002; Ludwig et al., 2003) shown
in Figure 2.2, contains the following: parties, purpose, validity period, scope,

restrictions, SLA parameters, Base metrics (resource and composite metrics) and Service

Level Objectives (SLOs).
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Figure 2. 2: Structure of WSLA (Ludwig et al., 2003)

1v.

Parties involved: These constitute the signatory parties (the provider and the
requestor) and third parties. Third parties may be introduced to act as unbiased
judges in the case of violations. They may also be entrusted to measure the service
performance and report violations.

SLA Parameters - These are essential variants of the base metrics offered by the
provider in a bid to cater for differences in the needs of requestors

Base Metrics - A base metric is composed of resource and composite metrics. Base
metrics are therefore used to compute the SLA Parameters. Resource metrics are
retrieved from managed resources such as servers and routers that reside on the
service provider’s domain. A composite metrics is the result of combining various
resource metrics by a given algorithm.

Service level objective/Service guarantee - These act as a guarantee that a service
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would not change its state for a given time. Procedures for handling a violation of
the SLA are stated in the SLA. A violation of the SLA occurs when objectives or
guarantees are breached.

Figure 2.3 shows the relationship between the SLA Parameters, Composite Metrics and

Resource Metrics.

Business Metrics SLA Parameters Composite Metrics Resource Metrics

r ' &2\t Mapping S {
< g S

'’ =

o
Measurement Functlon

Provider-defined

Customer-defined

Figure 2. 3: Relationship between the SLA parameter types (Keller and Ludwig, 2002)

The figure shows that business metrics lie more in the domain of the consumers while
resource metrics lie in that of the provider. This fact presented by Keller and Ludwig,
(2002), best places the consumers not providers, as the key entities holding relevant
knowledge about the best QoS metrics (business metrics) that directly impact on their

individual businesses’ ROI and productivity enhancement. The only knowledge the
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providers can gather may come, for example, from market surveys and is general to the
consumers and not particular or specific to individual consumers.

[t proves necessary for the consumers to be equipped with such knowledge about their
business as service components like metering and billing are based on solid business
metrics (Vassiliadis et. al., 2007). As these solid business metrics affect service cost, not
knowing them will entail derailment from timely realizing ROI. This situation then
makes it necessary for providers to know beforehand what QoS metric is most and least
important to the consumer (SPC, 1998).

On the other hand, according to Andrieux et al, (2005), the structure of an SLA
contains the following sections: Name, Context, Service Description and Guarantee
Terms. The “Name’ section can be non-mandatory but “Context’ is a mandatory part
of the Agreement. The context constitutes the name of signatories, duration and links
to any other agreements associated with the main agreement. “Service Description
Terms’ and “Guarantee Terms' are the two types of Agreement types that WS-
Agreement defines. Guarantee terms contain assurance that the terms of the agreement
would be satisfied and Service Description Terms holds information of what a service
offers.

Agreement Template: It has a similar structure to the Agreement, however, with an
additional section called the “Agreement Creation Constraint’. This constraint section

states valid and acceptable values.
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Figure 2.4 shows the generally accepted structure of an SLA taken from the WS-
Agreement specification. WS-Agreement is a specification that has been defined and
accepted by the Grid Resource Allocation Agreement Protocol Working Group
(GRAAP-WG). The GRAAP-WG (2003), produces a set of specifications and
supporting documents, which describe methods and means to establish SLAs between

different entities in a distributed environment.

Agresment
st S| oo s | e e i s - |
| Mame i
- 3
Context
Terms
{ Service Terms J
| Guarantss Terms J

Figure 2. 4: A general Structure of an SLA (Andrieux et al, 2005)

2.5 Chapter Summary

In this chapter we have introduced and discussed basic concepts in Grid-based SLAs.
Service Oriented Architecture, Web Services and Commercial Grid concepts have also
been introduced. SLAs should define what the consumer wants and what the provider
promises to supply through clearly described measurable standards of performance as

well as to clearly state penalties encountered by both parties in cases of SLA violation.

27



Some SLA frameworks have been accepted and adopted by Grid consumers. For
example, WS-Agreement has been adopted as a standard specification by the GRAAP-
WG. According to (Wieder et al, 2006) the WS-Agreement specification is widely
accepted since:
“(i) it is the result of the only active standardization effort for a framework supporting
interoperable SLA specification, (ii) it is used or considered to be used in many other
projects, (iii) it is extensible and adaptable to arbitrary domains due to pluggable term
languages, and (iv) due to the possibility to define guarantee terms and business values it
might be used in business or service oriented environments thus allowing a smooth

migration from research application to business use.”

In the next Chapter, we critically analyze this standard and other SLA frameworks.
Particular attention will be focused on consumer involvement in the SLA template

creation process.
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CHAPTER THREE

LITERATURE REVIEW

The initial stages of SLA creation involve the creation of SLA templates that represents
SLOs the provider might consider agreeing to. In most cases this SLA template creation
procedure is solely done by the provider of services. Eventually this has lead to rigidity
emanating from challenges related to lack of consumer involvement and expressiveness
during this initial stage. In Chapter one, we identified the need to reduce the rigidity
often associated with the creation of the SLA templates. Due to technological
evolutions, consumers’ QoS requirements are also responding to this change. An
analysis of how existing scholarship has tried to solve this challenge is conducted in this

Chapter.

Specifically, Section 3.1 gives an overview of SLA creation through an understanding of
the SLA life cycle. Section 3.2 briefly discusses SLA management. Section 3.3 gives an
analysis of how existing frameworks have involved consumers in the creation of the

SLA template for negotiation and Section 3.4 concludes this chapter.
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3.1 SLA Life Cycle

The life-cycle of an SLA may be broadly classified into the following phases: creation,
deployment and provisioning, enforcement and monitoring, and termination (Dan et al., 2003).
The problem we tackle in this research work concerns specifically the creation phase of
the SLA life cycle. Figure 3.1 shows the popular model for describing an SLA’s Life

cycle as described by Telemanagement Forum (Telemanagement Forum, 2005).

Figure 3. 1: SLA Life Cycle (Telemanagement Forum, 2005)

Taking a closer look at this model would reveal that the life cycle of an SLA also
includes that of the service it applies to. For example, the stages of “service
development” and “decommission” apply to the service and not the SLA. Due to this
deficiency (in this SLA life cycle) and others such as omission of critical aspects of the
life cycle, Parkin et al. (2008) proposed what they suggested was a better model shown

in Figure 3.2.
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Figure 3. 2: SLA Life-Cycle proposed by Parkin et al., (2008)
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They argued that their model is inclusive of all the necessary phases that are for and
apply to SLA. Taking each of the stages in turn, the first stage of an SLAs life-cycle is
when a general SLA template is formed then advertised by the provider. An individual
SLA is negotiated and an agreement is reached on the basis of this template. However,
both models depict that the SLA template is created solely by the provider. No
involvement of the consumer is discussed at this phase. It is at the negotiation phase

that there is some consumer involvement and expressiveness.

Vassiliadis et al. (2006) highlighted that QoS metrics like “99.999% availability of an
application X” would no longer be acceptable or attractive to a consumer nowadays as it
may not be linked to actual business productivity enhancements for that consumer.
Business consumers are now, more aware of what they require from a provider, they
emphasize more on Return on Investment (ROI) and are compelled to change their
QoS requirements due to the fact that current SLA metering tools bill according to
solid business metrics. These factors have thus contributed immensely to the current
trend towards the need for a performance driven SLA template specification where

QoS requirements are linked to tangible productivity improvements.

Vassiliadis et al., (2006) also reiterate on the need for SLAs to attempt to anticipate the
changes in consumer service requirements. Quite a number of SLA frameworks (Dan

et al., 2003; Hung et al., 2004) have attempted to address this problem by offering
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customized options on the SLA template. The degree of customization is, however,
usually limiting to the consumer as the provider solely defines the SLA template offer.
This has proved to be rigid to the consumer who is contemplating changing QoS metric
or QoS level requirements. Due to continued evolution of business consumer QoS
requirements, classic SLAs pose an inflexibility threat, which leads to unachievable

targets for the consumers.

From the provider’s perspective, it is difficult to determine the trend or shift in
consumer service requirements due to the lack of insight and knowledge of individual
business processes, targets and objectives. As a result, through activities such as market
surveys, providers only offer in their SLA templates, QoS metrics and QoS levels that
they anticipate would be generally favored by the consumer or by the target market. It
is therefore, suggested that the increased lack of flexibility is a result of limited
participation of the consumers in SLA template creation phase. Based on these facts, we
conclude that there is the need for an additional phase in the SLA life-cycle that caters
for consumers and accommodates their individual QoS metrics so that they have an

influence in the creation of the SLA template and thus the resulting SLA itself.

Service consumers should play a major role in formulating their SLA template in order

to ensure service selection is based on their requirements. As suggested by SPC
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Essentials! Newsletter, (SPC, 1998), an agreement cannot be an agreement if both

parties do not partake in its creation.

3.2 SLA Management

Active research on SLA management, mainly carried out in the context of single service
offering, has covered various areas such as SLA specification and languages, SLA
creation, operation, monitoring, termination, and so on. Hence, the importance of
SLA management in Service Oriented Computing (SOC) is undeniable (Kreger, 2003).
Service Level Management (SLM) is the integrated management of all functionalities in
the SLA life cycle. When a consumer requests a service from a service provider, an SLA

is negotiated and then a SLA is formed upon mutual agreement.

The service provider must perform SLA monitoring to verify whether the offered
service is meeting the QoS parameters specified in the SLA. The SLA monitoring
involves monitoring the performance status of the offered service and provides relevant
information to the service level management system. In order for the service level
management system to verify whether the specified QoS parameters are being met, the
system must gather performance data from the underlying network performance
monitoring system and map such data to the QoS parameters. The SLA management
system is, therefore, expected to deliver functionalities such as:

(i) Offering SLA monitoring services and
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(ii)  Comparing service performance against the levels agreed in the SLA.

Although necessary in the SLA life-cycle, SLA Management is, however, beyond the

scope of this work.

3.3 Consumer involvement in SLA Frameworks

In this section we analyze how existing SLA frameworks have involved the consumer
during the SLA template creation phase of the SLA life cycle. To do this, for each
framework, we first describe how it works then looking closely at the initial stages of the
SLA creation process, we analyze the role played by consumers in the template creation

phase.

The frameworks discussed in this chapter have been categorized into either third party-
based negotiation frameworks or direct service-interaction negotiation frameworks. Within
either of these two categories, each framework has also been classified as one that deals
with or is specific to single service offerings or composite service offerings:
a. Third party based negotiation frameworks- This refers to frameworks whose
interaction and communication of offers and counter offers between parties is

conducted through either agents or brokers.



b. Direct service interaction - This refers to a framework that allows for direct
communication between the consumer and provider without any agents or brokers
involved, communicating on their behalf.

c. Single service offering - This refers to a framework whose SLA creation is based on
simple tasks that require invocation of only a single service for them to be
successfully executed.

d. Composite service offerings - This refers to a framework whose SLA creation is
based on complex tasks that require invocation of more than one service in order

to ensure successful completion of that task.

3.3.1 Third party-based single service offer frameworks
a. Autonomous Broker-based SLA Negotiation Framework — (Hasselmeyer et al., 2007).

The authors proposed the use of a third party negotiation broker which acts as a “go-
between” in the whole negotiation process as shown in Figure 3.3. Their argument is
that, with the introduction of the Negotiation Broker, both service providers and
consumers would be eased off from incorporating and maintaining costly hardware and
software within their organizations. The customer, would however, have to have some
negotiation components on his side. The authors hold the notion that, a new market
niche would be born for organizations that specialize in the provision of brokered

services. However, this is likely to increase costs since the broker also charges for the
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services rendered to consumers. This might increase costs especially if one considers

resource-constrained businesses like SMMEs.

The authors called this the NB-negotiation process. In general, the authors argued that
the framework is intended to support all possible combinations like NN, BN, and BB.
Every participant in an SLA negotiation is free to use a third party broker or to perform
negotiation by himself. The business partner will not know the difference and is not
affected by this choice. This, however, risks having two brokers in a single negotiation
process hence increasing the cost of the negotiation process. The authors argued that
the solution guarantees autonomy of individual business entities and allows for gradual
migration towards brokered negotiation. How these aspects affect negotiation decisions

is not covered.
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Figure 3. 3 : Brokerbased SLA framework (Hasselmeyer et al., 2007)
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Service consumers can transfer requirements terms within the SLA. The authors used
WS-Agreement as their negotiation protocol. Although WS-Agreement defines an SLA
creation data type that allows the specification of requirements (using XML data types)
it does not cater for the preferences that the consumer might have on requirements.
Requirements are usually stated as an open interval or a set of possible values.
Minimum required availability might be 50% and the preferred value could be 95%.
For useful negotiation, such preferences must be known. Although the authors claim
that new structures were invented to cater for this, it is not clear in their paper how this

was done.

The degree of consumer expressiveness in this proposal is therefore, very abstract. The
user only specifies requirements without desired preferences and the broker is the one
that makes the decision. Both parties (provider and consumer) must agree with the
decision of the broker. This, however, might be problematic if either the consumer or
the provider do not like the decision or if the decision disadvantages anyone of them.
In fact, there is no interactive negotiation in the framework but there is a third party
that makes the decision on behalf of the parties involved. Once the broker makes the
decision, there is no further negotiations hence the framework is rigid and might not
work well in the current business environment where businesses have different needs

(hence the need for negotiation).
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b. SLA Negotiation Manager — (Kaminski and Perry, 2006a).

Kaminski and Perry, (2006a) proposed to automate the creation of an SLA from a set of
Service Level Objectives (SLOs), utilizing software agents and assuming a social order
function through incorporation into the process of decision making. Their goal was to
achieve automation of SLA development and creation through the use of intelligent

agents. They developed a negotiating tool (SLA Negotiation Manager).

The Negotiation Manager is a truth-based system and has an overall system objective of
calculating an efficient cost-gain relation. The negotiation system is interactive to aid
the service provider to develop and assess an offer to the client (Figure 3.4). Each
negotiation begins with the customer selecting one service offer from a pool of
predefined service packages. These services are usually packaged based on service price,
delivery, quality etc. The initial offers can be pre-defined and stored in a repository or

they can be automatically generated by using existing SLOs and current system’s state.
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Figure 3. 4: Negotiation Process State Diagram (Kaminski and Perry, 2006a).

By adopting this system, the authors claim that the signatory parties can form SLAs and
satisfy the need for fast and flexible agreements. However, the fact that their service
offer is predefined renders their agreements rigid during creation. Their aim was to

provide methods for dynamic, automated SLA creation.

The authors emphasize on the need for SLOs to be realistic, quantifiable (measurable),
clear and meaningful, manageable cost effective and mutually acceptable. Their system
is based on multiple agent framework where there is one agent per every instance that
needs an agreement. Employing these agents has a tendency to impact on the cost

which would in the long run affect consumers resulting in them shunning the use of

this SLA framework.
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Kaminski and Perry, (2006a) made use of the Web Service Level Agreement (WSLA) as
a contract language. Their SLA Negotiation Manager makes use of templates proposed
in WSLA. This framework offers predefined templates that have a very limited degree
of customization. This, therefore, is rigid for the consumer. The authors concentrated
mainly on a solution that benefits the provider of services through automating contract
creation and then evaluating the success of the SLA. However, the resulting SLA is
based on the SLOs of the provider and not much emphasis is made on having the

consumer’s requirements known.

3.3.2 Third party-based Composite service offerings

a. Service Level Agreement Negotiation Framework for adaptive Service Composition —

(Yan et al., 20006).

The authors proposed a framework aimed at guaranteeing endto end QoS
requirements for service composition by supporting autonomous establishment and
maintenance of service level agreements. Interconnected SLAs are grouped and
maintained for a service composition, through autonomous agent negotiation. To
enable this, they also made use of intelligent agents that operate as a unit on behalf of
both the consumer and the provider to negotiate SLAs. In addition, this framework
supports adaptive SLA re-negotiation in the dynamic and ever changing service
environment. Their SLA negotiation framework involves two aspects. One aspect is the

negotiation between the service consumer and one or many service providers for QoS
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constraints of a single service in the composition. The other aspect is the coordination
of negotiation for multiple services to ensure end-to-end QoS. The authors’

comprehensive framework that addresses these two functional aspects is as shown in

Figure 3.5
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Figure 3. 5: SLA Negotiation Framework (Yan et al., 2006)

The negotiation capability of the service consumer is supported by a Multi-Agent
System (MAS). This MAS consists of a Coordinator Agent (CA) and a set of Negotiator
Agents (NA). The CA is responsible for the negotiation for the service composition as a
whole. It interacts with the composition planner to receive the service composition
definition. The use of intelligent agents can be costly as it will require powerful
technology with high memory capacity. These costs could be propagated to the
consumer through high price for service consumption. This situation is not desirable

especially with infrastructure and budget constrained SMMEs in mind. This work is
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also centered on workflow management where task completion requires service
composition and not single service offerings.

In their paper, the authors did not clarify to what extent consumers’ preferences are
captured. It is also not clear whether this framework allows for customization or
flexibility when it comes to capturing consumer requirements. As their work
encompasses re-negotiation this implies that consumers are presented with a proposal
to which they make counter offers for negotiation and re-negotiation until an
agreement is reached. This process can prove to be time-consuming hence costly for the

consumer considering time is money in the business arena.

3.3.3 Direct Service interaction single service offerings

a. The Web Service Level Agreements (WSLA) Framework - Keller and Ludwig (2003).

The report introduced the novel WSLA framework for specifying and monitoring SLAs
for Web Services. Although WSLA was designed for a Web Services environment, it is
applicable as well to any inter-domain management scenario such as business process
and service management or the management of networks, systems and applications in
general. The WSLA framework consists of a flexible and extensible language based on
XML Schema and a runtime architecture consisting of various SLA monitoring services,

which may be outsourced to third parties to ensure maximum objectivity. Although
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outsourcing third parties is used to ensure maximum objectivity it also poses as an
additional cost that could be prohibitive to SMMEs. Hasselmeyer et al. (2006)
acknowledge that high maintenance costs is one of the many reasons SMMEs do not

take up proposed Grid SLA solutions in e-Business.

Figure 3.6 shows the WSLA framework and its atomic building blocks, namely the
elementary services needed to enable the management of an SLA throughout the stages
of its lifecycle. In an effort to avoid ambiguity during SLA creation, WSLA enables
service customers and providers to specify the SLA parameters and the way they are

measured, and relate them to managed resource instrumentations.
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Figure 3. 6: WSLA Services and their interactions (Keller and Ludwig 2003)

This process is rather quite complex and/or time consuming for the service consumers

who might not be technically sound enough to know how they want SLA parameters to
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be measured and then go on to further tie these parameters to managed resources. The
consumer is also required to define the data collection algorithm which can prove to be
a complex activity as well. In order to ensure an automated process, they propose the
use of SLA templates that include the use of several automatically processed fields in an
otherwise natural language written SLA. The main concepts of WSLA are parties, service
definition and obligations. These are utilized in WSLA templates and contracts. WSLA
contracts contain the SLA parameters and SLOs formed based on the WSLA template
offered to the consumer. WSLA template consists of two parts: first part provides a

partially filled contract that defines basic characteristics (e.g. who the parties are).

The second part extends the first one with an “offering document”, which defines
constraints for the template. Constraints for SLA parameters can define a range of or
list of acceptable values to limit negotiation. Our work acknowledges this IBM effort,
but participation of the consumer is only considered at a later stage in the SLA
creation. The consumer is restricted to what the provider perceives is needed by the
consumer. Also the customization process is very complex and tedious as the consumer
is loaded with the burden of defining data collection algorithms as well as arbitrary
input parameters. Such unnecessary activities affect the usability of the system resulting

in lack of consumer uptake.



The flexibility of this approach is limited and only suitable for a small set of variants of
the same type of service using the same QoS parameters and a service offering that is

not likely to undergo changes over time.

b. Web Service Agreement Specification (WS-Agreement) — (Andrieux et al., 2005).

The Global Grid Forum (GGF) published the Web Service Agreement specification
(WS-Agreement), which is an XML variant for specifying an agreement between a
service provider and a consumer, and a protocol for creation of an agreement using

agreement templates.

The objective of the WS-Agreement draft specification is to provide an organization
independent and standard way to establish and monitor SLAs. Another objective of
WS-Agreement is that it should be interoperable with other negotiation protocols. The
specification comprises three major elements: (i) a description format for agreement
templates and agreements, (ii) a basic protocol for establishing agreements, and (iii) an

interface specification to monitor agreements at runtime (Wieder et al., 2006).

In the WS-Agreement specification, an agreement between a service consumer and a
service provider specifies one or more Service Level Objectives (SLOs) which state the

requirements and capabilities of each party on the availability of resources and service
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qualities. For example, an agreement may provide assurances on the bounds of service

response time, service availability, or service reliability.

WS-Agreement also specifies a very simple negotiation protocol. More of a “take it or
leave it” protocol, that does not allow offer refinement (see Figure 3.8 for the
Interaction Model). This is a very limited interaction model as a result it limits

consumer expressiveness immensely.

WS-Agreement defines three types of documents: Agreement templates, Offer and
Agreement. A service provider publishes an agreement template for the services provided.
The template may contain service characteristics, guarantees, as well as creating
constraints, which would specify the desirable range of some values. A consumer would
retrieve and “fill in the template.” The filled template is sent as an offer to the provider.
The provider checks the offer against the template to make sure that there is

compliance and decides whether to accept or reject depending on his capacity.

i. WSAgreement Interaction Model

Figure 3.7 depicts the WS-Agreement interaction model which defines that

Pl

o -
! | . . (P . .

consumers /can request agreements from service providers P by issuing an

agreement request based on available agreements templates, which, if accepted, results

in new agreements.
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The interaction protocol as specified in the WS-Agreement specification only allows for
. « » . . . . . . .

a single “request, accept” interaction, in which the requesting party receives either an

accept or reject message from the providing party as a response to an agreement request.

This is a very limited interaction model.
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Figure 3. 7: Interaction of the WS-Agreement Protocol (Mobach et al., 2006)

Consumers can only fill in some customizable parts of the template that is already
prepared for by the provider. As QoS parameters are now playing a key role in selecting
Grid resources in order to ensure alignment to consumer needs as well as realizing
optimized resource usage efficiently, (Truong et al., 2006) an SLA language like WS-
Agreement should allow the specification of these QoS needs in order to derive more
satisfactory SLA templates and subsequently make use of the template to select the

satisfactory Grid service.

This is essential in order to specify tradeoffs between the parameters. For instance, a

consumer could be interested in making tradeoffs between response time and
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availability, or between size and quality of the data. Another interesting possibility for
relating QoS parameters is for consumers to give them a weight or level of importance,
allowing customers to establish their priorities. This could prove useful to the SLA
provisioning system as it asserts the priority or level of importance attached to that QoS
parameter by the service consumer.

a. Dynamic SLAmegotiation Framework based on WS-Agreement — (Pichot et al., 2007)

As SLAs are basic building blocks for Grid resource orchestration and distributed
resource management the authors showed how a bilateral WS-Agreement based
negotiation process can be used to dynamically negotiate SLA templates. For this, they
propose a simple extension of the WS-Agreement (Andrieux et al., 2005) protocol in
order to support a simple offer or counter-offer model. They did not address extensions
that enable support for auctions-based negotiation in WS-Agreement. The second
relevant part they addressed is the creation of distributed SLAs. They discussed two
different strategies to co-allocate SLAs in the Grid which are the one- and two-phase-

commit protocols in a distributed resource management domain.

The authors made a minimal extension to WS-Agreement by not negotiating SLAs but
by negotiating and refining the templates used for creating an SLA. Their focus was on
the bilateral negotiation of agreement templates. To implement their model in the WS-
Agreement protocol, they proposed a new function called negotiateTemplate. This

function takes one template as input (offer), and returns zero or more templates
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(counter offer). The negotiation itself is an iterative process. Initialization of the
negotiation process begins by the negotiation initiator (Grid scheduler) querying a set of
SLA templates. From these templates, the initiator chooses the most suitable one for
the negotiation process. As this process requires iterative negotiation before an SLA can
be reached, it can be very costly or slow. The cost of negotiation not only entails
monetary costs but also resources usage (i.e. resources needed to facilitate negotiation

between disparate administrative domains e.g. network), time spent during negotiation.

The authors’ work still does not take heed of the importance of knowing the initiators
QoS requirements. This is probably the reason why this framework relies much on
iterative negotiation. The fact that the initiator wishes as much as possible for the
resulting SLA template selected to be one which reflects his requirements and the

service provider doing the same brings about a negotiation indefinite loop.

No clear indication is given on the extent to which the degree of customization is
catered for. It is evident, however, that the initiator’s starting SLA template is one that
is already predefined and hence rigid therefore instituting the need for costly iterative

negotiations.

3.3.4  Direct Service interaction composite service offerings

a. WSSLA: The integrated Service Level Agreement Framework- (Sun et al., 2006).
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Sun et al, (2006) propose a framework of Service Level Agreements based on workflow
management. An application scenario instance of SLA system architecture by using
Business Process Execution Language (BPEL) of service oriented architecture was
presented. The framework accomplished automation of business process of SLA-driven
operating supporting system (OSS) and provide flexibility of and dynamics of service

management. The framework of integrated SLA is shown in figure 3.8
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Figure 3. 8: The integrated Service Level Agreement Framework (Sun et al., 2006).

Below we describe the different layers of the framework as described by the authors as
follows:

The integration layer brings together participants, applications, processes, and interfaces

seamlessly into a common management environment. Integration occurs at four levels
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namely organizational, process, data interchange, and the collaborative level, which
combines the integration of the other levels into a single work flow.

The automation layer provides computerized support for the procedural automation of
workflows.

The Collaboration Layer supports many different entities and parties working together in
series, parallel, or in a combined manner. The layer also controls the execution of each
individual system and manages dataflow among each individual system and ensures the
ability to seamlessly support both human and electronic participation in collaborative
efforts.

The Intelligence Layer provides very high levels of appropriate SLA compliance and other
business intelligence to community members. Intelligence may take the form of real-
time or periodic workflow monitoring, key performance indicators, monitors, or
reports. The systems within the environment must also function within the work flow
and be able to recognize threshold violations and subsequently initiate task generation
or trigger automation of predefined actions, such as notifications, escalations, queries,
and so on.

The Universal access layer (Portal Layer) ensures that both human and electronic workflow
participants, can securely access the environment in a convenient user-friendly manner.
The portal provides the functions such as User and Profile Authentication, Graphic

Workflow Editor, Workflow Execution and Resource Information.
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This framework takes into consideration the creation of SLAs for service composition
and does not consider single service requests. As a result consumer input is in the form
of descriptive workflow through graphical or text based XML editor. The use of such

graphic tools may require expensive hardware and software that SMMEs cannot afford.

No mention is made on how consumer QoS requirements as well as preferences are
captured and handled. However, reference is made to the infamous Tele management
Forum’s SLA life cycle (discussed in Chapter 3.1). This life cycle is rigid as it emphasizes

on templates that are solely created by the provider.

2.6 Chapter Summary

The increased significance of SLAs reflects on the changes taking place in the
commercial Grid environment. SLAs provide one means of attracting consumers and
can contribute to establishing the credibility of service providers by committing to

provide guaranteed levels of support with compensation if such guarantees are not met.

Future Grid services would have to meet a number of QoS requirements resulting from
rapidly changing markets and technologies. Within this open market of services, the
aspects of their customization and instant provision are of fundamental importance

(Triec and Huljenic, 2003 ) and influencing the development of emerging technologies,
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such as the negotiation protocol WS Agreement (Andrieux. et al, 2005), which is being

defined by the Global Grid Forum (GGF) GRAAP Working Group.

The possibility of service consumers originating SLAs in commercial Grid markets has
not been fully explored in literature but can result in a decrease in overheads created
during a series of negotiations conducted across different distributed administrative
domains. These iterative negotiations are usually an attempt for the SLA template
offered to the consumer (by the provider) to reflect more on what the consumer

requires of a service.

Naturally, the provider’s aim is to ensure that the SLAs reflects organizational goals and
as a result a lot of time is consumed during SLA creation as the consumer tries to
negotiate (by making a series of counter offers) and ensure his own business goals are
achieved. This process proves to be time consuming for the business consumer. It is
also essential in any grid market for the provider to ensure increased customer
satisfaction for the purposes of acquiring a competitive edge. Therefore, issues such as
non-performance and failure to meet QoS requirements needs should be avoided where

possible.

In essence, it is crucial for the service provider to realize SLA creation as a vital step in

the business process. An SLAs focus should be inclusive of the consumers business
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objectives (Masche et al., 2006). This can only be achieved if the provider values the

importance of knowing beforehand what QoS metric is most and least important to the

consumer (SPC, 1998).



CHAPTER FOUR

MODEL DESIGN

We have identified the need to achieve a flexible consumer-centric process of SLA
creation. This chapter describes the design of a consumer-initiated SLA model proposed
in this work. We propose a consumer-initiated SLA life-cycle as well as a QoS-based
selection framework that incorporates the consumer, selects and offers the most
appropriate SLA template based on the provider’s capabilities. Furthermore, this
Chapter will address our attempt to respond to the challenges raised in Chapter One,
which are to ensure flexible SLA template creation and consider gradual QoS
requirements changes of the consumer. In the process of this SLA template creation, it
is also the goal of this work to guarantee that an appropriate SLA template is offered to

the consumer from a list of alternatives.

Section 4.1 discusses the design criteria, while Section 4.2 reveals the proposed SLA life
cycle and Section 4.3 gives the proposed framework based on the design criteria and
proposed SLA life cycle. A description of each of the framework’s components is
presented in Section 4.4, while section 4.5 harnesses these components together to
reveal their interaction. Section 4.6 details service selection for creating appropriate

SLA template offers and Section 4.7 gives the concluding remark.
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4.1 Design Criteria for a Consumer-centric SLA Creation Framework

From our review of literature, we identified the design criteria to take into
consideration when designing a consumer-centric SLA creation framework as:

flexibility, customization, differentiation and selection.

Flexibility: The dynamic nature of commercial Grid markets prompts the need for the
consumers to always want to change their QoS requirements to meet their business
objectives and achieve fast realization of ROI. It calls for the service provider to be
agile enough to always anticipate these changes in order to ensure consumers are
satisfied in any initial formalization of agreements. Doing so ensures that at any point
in time the consumer’s needs are always factored-in when it comes to the resulting
SLA and subsequently the service selection. Flexibility results in the consumer being
able to state any desired QoS Level as an SLO. And for both to exploit the benefits of
outsourcing, the provider needs to have flexibility during service provisioning and
management (Masche et al., 2006). The provider is, therefore, assured of increased
consumer satisfaction.

Customization: In any Service Oriented Computing (SOC) environment, it is
desirable for service consumers and providers to obtain guarantees on the services
that they require and offer respectively. It is essential for the consumer to be able to
request service levels for the service in such a way that they are not predefined on the

SLA template but can be custom-made. A commercial Grid environment should thus,
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iv.

ensure service management systems provide mechanisms and tools that allow service
consumers and providers to specify their requirements and achieve their goals (Patel
and Darlington, 2007). Services have to be acceptable to the consumer. A few years
back this meant that the metrics for the services should be above a specific threshold
(e.g. availability of 99.999%). Service acceptance is nowadays related to parameters
such as ROIL. As a result service providers should allow for a wider degree of
customization that allows the consumer to express the exact QoS level required. QoS
requirements of consumers should, therefore, be the primary criteria for initiating the
template creation and selection process.

Differentiation - ldeally, for providers to achieve the criterion stated above, there
should be many levels for the same service and the levels would differ in QoS and
cost. Levels of service can be pre-defined for the services of the same type and the
same level of service can be used by many consumers. The existence of a number of
service levels and performance metrics for each service results in multiple SLOs for
every service. Each company should set SLOs that support business needs in order to
automate the preparation of an effective SLAs (Kaminski and Perry, 2006b).

Selection - In order to ensure that business consumers meet their targets, it is ideal
for the provider to take an interest in knowing consumers’ specific requirements.
These being used as the basis of SLA template selection would eventually result in the

flexible, less tedious and precise selection of the appropriate SLA. Inefficiency is also
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greatly reduced as consumers are not flooded with irrelevant SLA templates and
information during this process. As a result usability problems are eliminated. The
adaptation to the specific consumer’s notion of utility will result in higher satisfaction

and thus in higher quality of service.

[t is believed, in our work, that considering flexibility, customization and differentiation
during drafting of an SLA template ensures appropriate selection of SLA templates,
enhancing accuracy, consumer satisfaction, and acceptance of SLA creation. This would

ultimately enhance uptake of SLAs within commercial Grids.

4.2 Proposed SLA Life Cycle

One of the concerns raised in Chapter One was “how a method for SLA template
creation that considers consumer’s gradual QoS requirements changes can be
formulated?” To address this concern, we propose that the initial step to the SLA life
cycle be the specification of consumer requests. From the work reported in Parkin et al.,

(2008) and discussed in Section 3.1 of this work, we propose a more inclusive model for

the life cycle of an SLA shown in Fig. 4.1:

Lonsumer

Request

Figure4. 1: Amoreinclusive SLA Life-cycle with consumer request
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In this work we still acknowledge the fact that the first stage of an SLAs life-cycle is
when an SLA template is formed. However, we suggest that, the formulation of this SLA
template should not be done solely by the provider, but should also involve the
consumers of the services. The first step to achieve this would then be for the consumer
to specify desired QoS metrics and their levels as well as the weights attached to that
metric. We also refer to the weight as the consumer’s “preference” towards a particular
SLO. As a result the SLA template is no longer general but specific to the consumer. In
this case, it is no longer an individual SLA that is being negotiated and agreed upon

but, the SLA template is being negotiated, agreed upon which then results in an SLA.

4.3 The Consumer-initiated SLA (C-SLA) Creation Framework

To reduce rigidity, we have to address the need for SLA template creation that considers
the impact of gradual quality of service requirement changes. Service consumers should
play a major role in formulating their SLA template. Our approach is to support
customization and incorporating consumer input and aid automation in the creation of
the SLA. Having identified the need to involve consumers in the creation of their SLA

template the framework depicted in C-SLA was proposed as shown in Figure 4.2.

4.3.1 Description of the Framework Components

i. Service - this refers to the registered resources the consumers wish to utilize from
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the grid resource or service pool. Examples include: online credit card checks and

online stock quotes.
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Figure 4. 2: Consumer-initiated SLA creation framework (C-SLA)

ii. Service Registry - This is a repository where service providers register their
services. We assume that the providers would also supply details of the QoS
metrics and that they will not publish false QoS values for one reason or the other.

iii. Service Consumer - A service consumer could either be an application or another
service that wishes to utilize services in the commercial grid for the purpose of
executing, completing and achieving a particular task. The consumer initiates the
SLA creation process by first submitting the QoS metric levels or SLOs to be met

for our already assumed QoS metrics. In our case, for simplicity purposes, we
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assumed 4 (four) metrics including availability, reliability, response time, and cost.
However, other QoS metrics could be easily added to our framework without
changing the methodology. We have also assumed that SLOs are numeric in
nature. For metrics like availability and reliability assumed here, the consumer
would have to clearly state in percentage what level is required while response time
requirement would be expressed in seconds and cost, in Grid dollars (G$). We
therefore, assumed that the consumer is economically rational and is aware of its
required SLO for the successful and satisfactory completion of its task. For these
SLOs specified, a weight should be attached to each of them. This weight
determines whether that particular SLO is a hard or soft requirement. It shows the

preference the consumer has towards a particular SLO.

In addition, the consumer is required to state (as input together with desired QoS
levels) its individual “Satisfaction Threshold” for each request i.e. to what extent does
the resultant match have to be precise! Satisfaction threshold is expressed as a
percentage. This metric delineates the point at which the consumer derives
satisfaction from a given SLA template. By comparing the Satisfaction Threshold and
the consumer utility of the resultant selected SLA template, this should assist in
determining the satisfaction consumers derive from the selected SLA template.

Appendix [ shows how this comparison was done. When the provider selects the
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V.

best service it is presented to the consumer as an SLA offer. The acceptance of the
SLA template offer lies with the consumer. Since the acceptance of the template is
given by the consumer, the provider’s service might suffer a denial-of-service attack
as the consumer might never send back the accept or reject offer. Services will be
“locked” or “reserved” and unable to be offered elsewhere. To avoid this, an
expiration time was set from the time the template offer is sent to the consumer.
At this point of expiration, the SLA creation process is aborted and the reserved
services are released back into the Grid service pool.

Service Provider - The service provider registers its service in the service registry.
Along with all the other information about that service, the provider should also
include the QoS metrics and metric levels the service offers. With that we assume
that the service providers will publish true values of QoS for each service variant
and these values are to be numeric in nature. We also assume that, in order to
allow for service differentiation, each service has service variants that differ from
each other by the QoS attributes and attribute values that they posses. The number
of QoS metrics or attributes a service offers as well as the QoS levels it offers
differentiates the service variants.

Request Normalizer - Due to the fact that QoS metrics do not fall in the same
range or scale and are not using the same measurement units, this component

compensates for this and normalizes consumer input as well as provider capability
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metrics using min-max normalization. Min-max normalization performs a linear
transformation on the original data (Han and Kamber, 2006). When a request is
sent, the Request Normalizer creates a QoS matrix (shown in Figure 4.3) to
determine the appropriate available service variants determining also provider
capabilities. This process, therefore, sets the constraints of the available service

variants of a particular provider.

SQOS =

w W
= o

w

3

nm

Figure 4. 3: QoS matrix

Where S = {all services in a grid system}
S = (Si,}
where i = 1,..,n is the service index,
i =1,.., mis the variant index within a service.

Each QoS metric is normalized by scaling its values so that they fall within a small
specific range, such as O and 1. Normalization, therefore, eliminates biasness towards
metrics that fall within a larger range allowing for a more precise service selection
process. A QoS metric that optimizes an economically rational consumer’s utility when

its value is minimal (eg. cost, response time) would be normalized by minimization
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whilst those that optimizes an economically rational consumer’s utility when its value is

maximal (eg. reliability, availability) would be normalized by maximization. A more

elaborate normalization procedure is illustrated in Section 4.3.5

vi. Service Selector - This component utilizes the normalized request to search from
the service registry the appropriate service to meet the consumer’s requirements.
Since all our values are numeric in nature, there exists an analogy between the
specifications of distance functions and the nature of the problem raised by our
work. Therefore, the classical Euclidean distance measure function (Han and
Kamber, 2006: Dunham, 2003) is used for the matchmaking process. A distance
measure function is a number that is assigned to a pair of points in a space which
indicates dissimilarity between the points. However, since our work encompasses
the expression of preferences towards the particular metrics, the Weighted
Euclidean distance measure becomes the more appropriate solution to the

problem.

The selection algorithm procedure is detailed in section 4.3.5 and represented in
Figure 4.5. For each service variant, the Similarity Matcher uses a technique based
on similarity distance measures to find the relative distance between the consumers
request and the provider’s capability. Preference Filter ensures that the hard and
soft constraints on the preference of the service requested for by the consumer are

adhered to during the selection of the service. The processes involved in the service
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viii.

selector are detailed section 4.4

SLA template - the SLA template comes to being if and only if the appropriate
service has been selected and the corresponding QoS values or SLOs have been
appended on to a generic SLA (gSLA) template. The difference between a gSLA
template that we speak of here and an SLA template as defined by Keller and
Ludwig, (2003) (discussed in Chapter 2 section 2.4.1) is that the gSLA does not
contain service guarantee i.e. the SLOs. These can only be obtained, after an
appropriate consumer service has been selected. Once the SLOs have been
obtained, they are then appended to the gSLA template which will then be
displayed to the consumer as an SLA template for acceptance or rejection.

SLA template repository - this component contains generic SLA (gSLA)
templates. However, unlike the SLA template described by Keller and Ludwig
(2003), gSLAs are without the service level specifications (SLSs) of the service to be
rendered. These would later on be appended by the SLA Template Generator after
an appropriate service has been identified and selected.

SLA Template Generator - this component inserts or appends the service level
specifications (SLSs) of the selected service as well as the information about the
signatory parties onto a generic template. This generic template contains all the
components of an SLA template as described by Keller and Ludwig, (2003) with

the exception of the SLSs and the signatory parties. These would later on be
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xi.

xii.

appended by the SLA Template Generator. The SLA template becomes whole only
after the SLSs have been appended. This SLA template is then displayed to the
consumer as an offer for approval, rejection or termination.

SLA - An SLA results from the signing of the SLA template by both parties. By
offering the SLA template the provider is signing and acknowledging its
capabilities on the template and by accepting the template, the consumer is also
signing and hence, agreeing to the offer presented to him by the provider. These
events result in an SLA. When an SLA template is accepted, its Web Service
Description Language (WSDL) interface can then be exposed and it binds to the
particular reserved service. Hence, service deployment and provisioning
commences.

WSDL - Web Service Description Language (WSDL) (W3C, 2001) is extensible to
allow description of endpoints and their messages regardless of what message
formats or network protocols are used to communicate.

SLA Repository - Every accepted SLA template is stored here as an SLA. The

details of its transaction are also logged here for future use and audit trails.

4.3.2 Assumptions

The operation of the framework is conditioned on the following general assumptions:

ii.

iii.

QoS metric levels or values are numeric in nature.

Consumers are economically rational.
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iv.  Service providers are trustworthy and will publish true values of QoS metrics.

v. Each service has variants that are differentiated by the QoS attributes and

attribute values they possess.

4.3.3 Operations of the Framework

The Consumer Initiated SLA Template (C-SLA) selection framework works as follows:

The service consumer application submits QoS requirements of the desired service to
the service selector component contained within the generic commercial Grid
middleware. This component will select the appropriate service whose QoS attributes
best matches or are similar to those requested for by the consumer. The consumer
requirements information specification consists of the QoS metric levels and the
weights attached to these QoS metrics. These weights are an indication of the

consumer’s individual preferences on each of these metrics.

Once the appropriate service has been identified and selected its attribute values and
other information are captured and inserted into a gSLA template to form one that is
particular to that consumer. The gSLA template will contain all the necessary
components (Keller and Ludwig, 2003) which include names of the signatory parties,
guarantees, obligations, except for the Service Level Objectives (SLOs) which would be
obtained from the appropriate service selected by the service selector for that given

consumer. The resulting SLA template is then displayed to the consumer for approval.
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If the consumer chooses to reject the SLA template, it would be requested to change its
initial QoS requirement submissions and the selection process is redone or it can
choose to discontinue by terminating the process. The consumer can also terminate the
selection process if it takes longer than desired. However, if the consumer is satisfied
with the selected SLA template it would have to accept it. By accepting the SLA
template an SLA is established between the two parties and hence service provisioning

commences.

During service deployment conformance to the SLA is monitored and policy enforcers
are employed to avert any predicted violations of the SLA. Given that a violation does
occur, compensation procedures are taken as stipulated by that particular SLA. After
service provisioning, the SLA is stored for record purposes as well as the audit trail for
the whole transaction. Figure 4.4 depicts the interaction of the components of the C-

SLA template selection framework.

4.3.4 Selection of Service Variants

The service variant selection is the step taken by the service provider of deciding on the
best variant offer to the particular consumer’s request to be reflected on the
recommended SLA template. Services should be selected to match the consumer’s
requirements, to be reflected and offered on the SLA template. According to Lamparter

et al, (2007) for selection to seamlessly flow, there is need for a means of
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communicating offers and requests between parties and an appropriate algorithm for
ranking the service offers according to the requests. The agreement creation starts off
with a set of consumer QoS requirements rather than provider offers. The requests
include QoS metrics level requirements and their weights together with an anticipated

budget.
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Figure 4. 4: Framework Component Interaction

It is based on these requests that matching and selection of the appropriate service
variants will be done. This enables the provider to offer an appropriate SLA template

that will maximize the consumer’s satisfaction thereby minimizing the rate of failed
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ii.

iii.

iv.

attempts to create an SLA between the two parties. Communication of the two parties
will be by means of an SLA template from which an SLA would be established upon
agreement to the template by the signatory parties. This communication shall consist of

consumer service requests and provider service offers.

4.3.5 SLA Template Selection Approach
In general, a SLA may include a large set of parameters, referring to different kinds of
QoS metrics (e.g., response time, availability, reliability and cost) and different ways of
measuring them (e.g., averaged over some time interval, individual) (Dan et. al, 2004).
In our work, we consider SLAs concerning the average values of QoS attributes and, for
the sake of simplicity, we restrict our attention to the following four attributes of which
other attributes could be easily added to our framework without changing the
methodology:

Availability: the probability that the service is available when invoked,;

Reliability: offers available and properly working components that can get an accurate

outcome for a specified amount of time.

Response time: the interval of time elapsed from the invocation to the completion of

a service.

Cost: the price charged for each invocation of a service.
Based on the analogy that exists between the problem that we solved and the concept of

distance measure between two objects, we have chosen the classical Euclidean distance
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measure for our algorithm. Matchmaking problem meets the question of distance
measure between objects, there are many approaches to measure dissimilarity between
any two objects based on their numerical or semantic closeness. However, to
incorporate the issue of using weights with QoS properties in QoS matchmaking
algorithm to present consumer’s preferences towards specific QoS properties we chose
the Weighted Euclidean distance measure for our algorithm. We hereby describe a

mathematical model of our proposed solution as follows (Figure 4.5 gives a summary of

this model):

Let S = {all services in a grid system}

Then S = {S;} where i = 1,.., n is the service index and j = 1,.., m is the variant index within
a service.
A consumer requirement information specification (R) is given by,

R = f (X,W) (D)
where, X (X;, X,,..., X,) is a tuple representing consumers preference values for a
requested service.
And, W (W, W,,...,\W.) is a tuple representing the weights attached to service
attributes. Service attributes refer to the QoS metrics associated with each service

variant. We use service attribute and QoS metric interchangeably.
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Due to the difference in the measurement units of each of the QoS metric values, there
is a need to normalize (Taher et al., 2005) them to be in the range [0, 1].We use the

following equations:

) vaax B Xv

Normalize (X) = X, X, (2)
) Xv B vain

Normalize (X) = X, —X, 3)

Where X, = the QoS metric to be normalized by minimization using equation (2) and

maximized using equation (3). A metric, which optimizes user utility when its value is
minimal, like response time, would be normalized by minimization using equation (2)
while those, which optimizes user utility when its value is maximal, like reliability would

be normalized by maximization using equation (3).

And vaax = the maximum value for the same QoS metric for each relevant grid

service variant returned by the system.

And vain = the minimum value for the same QoS metric for each relevant grid

service variant returned by the system.
We defined an array A = {1, 1, 0, 0}. O indicates that the QoS metric in question should
be normalized using equation (2) and 1 indicates that QoS metric in question should

be normalized using equation (3).
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Let Q, = {attribute values of a service variant j } where j = 1,...m and m = number of
variants of a particular service.

If n = number of attributes used to differentiate variants of a particular service. (In our
case n = 4)

and d = the Euclidean distance between a particular variant and a consumer QoS
request.

then d,,;, = the minimum Euclidean distance between a particular variant and a
consumer QoS request

An SLA template is selected by considering the preference values (X) and weights (W)
expressed on the service by the consumer.

Therefore, the weighted Euclidean distance function is used to measure the closeness of
the consumer-defined preference values to the available variant values Q..

This is given by:

2

dmin(X) Q]) = \/iwk (Xk - ij) (4)

The SLA template with the least dissimilarity, d,,(X, Q;) from the consumer’s
requirements represents a selection that is close to consumer preference and is,

therefore, recommended. A summary of the flow of events is shown in Figure 4.6
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Figure 4.5 illustrates a procedure for the SLA template selection.

1. Get Input QoS requirements (R) where R= f(X,W)

2. Get QoS levels (Q) of available service variants and constraints by constructing a QoS
matrix

3. for each QoS metric

{

Normalize consumer input (R) using equation-2 or equation-3

}

4. for each QoS metric

{

Normalize QQ using equation-2 or equation-3 and array A

}

5. Compute Euclidian distance between X and Q using equation-4
6. Find d with the minimum distance (d,,,)

7. Output (d,,;,)

Figure 4. 5: Selection Algorithm Procedure
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Figure 4.6 illustrates the flow of events during the service selection process.

&

Input R(X,W) such that QoS
Metrics = (X (X1, X2, X3,X4) )
& attached weights = (W (W1,
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y

Display
Template to

consumer

Feich S,

Figure 4. 6: Flow chart for service selection
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4.4 Chapter summary

In this chapter, we have described the design of a consumer initiated SLA template
creation framework for a grid-based environment. We also suggested the modification
of the SLA life cycle by ensuring that its initial stages are not solely provider dominated
but also inclusive of the consumer’s preferences on QoS. As stated in section 1.5, the
goal of this work was to develop a framework for flexible SLA template creation based
on consumer QoS requirements. This has been partly achieved in this chapter with the

detailed description of the model design and algorithm.
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CHAPTER FIVE

MODEL SIMULATION AND PERFORMANCE EVALUATION

In Chapter 4 we presented the Consumer-initiated SLA (C-SLA) creation framework.
This framework allows for the selection of the best services in terms of QoS for the
consumer based on the consumer’s initial QoS request. In order to prove the concept
being discussed in this dissertation, this chapter presents the simulation experiments

and analyzes the results obtained.

First, the assumptions of the simulation are described in section 5.1 while 5.2 present
the simulation experiment setup. Section 5.3 presents our test cases and results that

were obtained. Section 5.5 concludes this chapter.

5.1 Simulation Assumptions
The following general assumptions were made during the simulation experiment:

1. In order to mitigate the effect of network delay, the simulation experiment was
conducted on a single stand alone computer, therefore, it is assumed that
network delay is zero.

2. The providers of the P-SLA approach lack information about a specific
consumer’s business need and only delivered its service based on general

knowledge of the market. This is realistic because the provider normally does not
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consult each consumer in packaging its service and so would not know their

individual needs.

5.2 Simulation Design
The simulation was conducted using Java with Development Kit Version 6 (JDK6). We
simulated both the Consumer Initiated and the Provider Initiated SLA template

creation framework. Figure 5.1 illustrates the simulation setup.

MER IMPUT

QoS Reguest

- 3
Response /- ﬂequest Response| Request

Figure 5. 1: The simulation setup

The simulation monitor component acts as an entry point to pass parameters to the two
schemes as well as to collect the results. The system generates service requests and both
schemes would have to select and recommend the most appropriate service variant.

Table 5.1 summarizes the parameters used in the simulation and their range of values.

78



Table 5. 1: Parameters and their default values for the simulation studies

Parameter

Class

Parameter Type

Descriptions

Value

QoS Metrics

Reliability

A non-functional QoS metric
which denotes the probability that
an available service is properly
working and is rendering accurate
outcome for a specified amount of
time

(50,...,100%)]

Availability

A non-functional QoS metric that
denotes the probability that a
service is available when invoked.

[50,...,100%]

Response Time

A non-functional QoS metric that
denotes the interval of time elapsed
from invocation to the completion
of a service.

[1,..,6 sec]

Cost

A non-functional QoS metric that
denotes the price charged for each
invocation of a service

[G$150...,400]

QoS

Constraints

Weight

The weight is an indication of the
consumer’s individual preferences
on each of the QoS metrics. It
ranges from 1 to 3 where 1 depicts
low, 2 medium and 3 high priority.

(1,2,3]

Satisfaction

Threshold

This metric delineates the point at
which  the
satisfaction from a given SLA
template. By comparing the
Threshold and  the
consumer utility of the resultant
selected SLA template, this should
assist  in  determining  the
satisfaction consumers derive from
the selected service.

consumer derives

Satisfaction

(50,...,100%)]

Service
Specifications

No. of services

No. of templates
or Service
variants
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5.2.1 The Consumer-Initiated SLA Creation framework (C-SLA)

This framework was defined in chapter 4. A simulation of the proposed architecture
was developed, in order to observe if the Consumer-Initiated (C-SLA) SLA creation
framework offers performance benefit against P-SLA for dynamic selection of

appropriate SLA templates.

5.2.2 The provider-initiated SLA (P-SLA) Creation framework

Since the provider solely creates and provides the SLA template, the Provider Initiated
SLA framework (P-SLA) is based on a random selection technique that does not require
any information about the consumer’s QoS request. As a result, the SLA selection

decision is done in a random manner.

5.3 Simulation Parameters Discussion
This section describes the performance analysis between the proposed C-SLA template
selection framework and the «classical Providerinitiated SLA (P-SLA) creation
framework. For the comparison, the following performance metrics were used:

i.  Consumer Satisfaction

ii.  Scalability

iii.  Precision
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5.3.1 Consumer Satistaction

Consumer satisfaction is achieved when the selected SLA template is similar to or an exact
match of the consumer request i.e. the selected SLA template derives increased consumer
utility. Increased Consumer utility comes about when the Euclidean distance between the
consumer request and the selected SLA template (d,.) falls below the consumer’s
Satisfaction Threshold utility (d,) (See Appendix II). Given d,.;, is above the consumer’s
Satisfaction Threshold utility this implies that the selected SLA template derives decreased

consumer utility.

a) Analysisof Consumer Satisfaction for C-SLA and P-SLA Framework

Pass n number of requests to simulation monitor
Compare d,;, of resultant SLA template selected by each scheme with Satisfaction
Threshold.
If d,... = Satisfaction Threshold utility
then accept SLA template
Get Template Acceptance Time (TAT)
else reject SLA template
Observe all accepted SLA templates (p) for each scheme

Analyze using ztest of difference of two proportions

81




5.3.2 Scalability

b) Analysis of SLA Template Acceptance Ratio Vs. No. of Requests for C-SLA and P-SLA
framework

Pass a batch of requests to the simulation monitor in intervals
Record the accepted SLA templates for each interval

Compute template acceptance proportions at each interval

c) Analysisof Scalability of the C-S_A framework with increases in the number of service
variants

Increment the number of service variants in intervals

For each interval record the time taken to complete SLA template selection

5.3.3 Precision
d) Analysisof Precision of C-SLA and P-SLA framework
Precision refers to the relevance of the retrieved service variants out of the actual number

of retrieved service variants.

{relevant N retrieved}
retrieved

Precision =
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5.4 Experimental Results Analysis
This section describes in detail all the experiments and analysis and discusses the results

that were obtained.

5.4.1 Experiment I: Consumer Satistaction Level for P-SLA and C-SLA

An experiment was conducted to determine the consumer satisfaction derived from
each approach. The experiment was set up as follows: 900 consumer requests were
randomly generated with specified QoS parameters. These requests were made to a
database with 502 simulated services. The selection of the appropriate services was then
done by the two schemes. Both the requests and the corresponding results generated
by each scheme were observed and analyzed. To test the performance of the two
approaches, a ztest of difference of two proportions was conducted upon the observed
results. The hypothesis was that the C-SLA template selection framework better satisfies
the consumer than the P-SLA selection framework.

i. The Hypothesis

Null hypothesis: Ho - There is no difference in consumer satisfaction of the C-SLA and
P-SLA template selection process

Alternative Hypothesis: H; :Consumer initiated SLA template creation better satisfies
the consumer than the Provider Initiated one.

ii. The Decision Criteria
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The critical value of z = Z.,,(0.05)=1.6449

If Z..> Z., then we reject the null hypothesis Ho

iii. Data Gathered

Table 5. 2: Data Gathered during the experiment
P-SLA CSLA

e

Observations (p) 327 752 0.5994

Sample size (n) 900 900

iv. The Hypothesis Evaluation

The Test statistic is given by:

I:2:i o I:)pi

p(L- b)( b %j

anlc —

ppi + I:)ci

where P=

If Z..> Z., then we reject the null hypothesis Ho
where Z,.,(0.05)=1.6449

thus Z .= 20.4431, therefore, reject Ho and conclude that the Consumer Initiated SLA
template creation process performs better than the Provider Initiated one. This is due

to the fact that the CSLA framework has knowledge of the consumer requirements



before it can select an SLA template. It is based on this knowledge that the framework

recommends a satisfactory SLA template.

5.4.2 Experiment II: SLA Template Acceptance Ratio against No. of Requests.

Having proved that the CSLA framework offers better consumer satisfaction as
compared to the P-SLA framework, the following experiment was carried out in order
to ascertain whether this performance is affected by the increase of SLA template
requests. In this experiment, a series of experiments were conducted by varying
consumer template requests for each of 10 sets. For each set, the numbers of accepted
templates were recorded against the number of requests submitted in each set. To
eliminate some biasness in the experiment, proportions of the number of accepted
templates were used for all the 10 sets. Table 5.3 shows the simulation results observed

and Figure 5.2 the behavior of the two frameworks.

Table 5. 3: Observation of Accepted SLA templates

No. Of Request 100 | 200 | 300 | 400 |500 |600 | 700 | 800 |900 | 1000

Proportions | P-SLA 0.38 | 0.34 [ 0.39 [ 0.34 [ 0.33 | 0.34 | 0.36 | 0.35 | 0.36 | 0.33

of Accepted

Templates | C-SLA 0.78 10.82 {083 [0.79 0.8 |0.80 |0.80 | 0.8 |0.84 |0.82
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Figure 5. 2: Graph of SLA TAR against No. of Requests.

5.4.2.1  Experiment Discussion

[t was observed that the increase of SLA template requests does not in any way affect
the CSLA framework’s ability to recommend a satisfactory SLA template to the
consumer. For instance, an increase in the number of requests from 500 to 800
maintained a steady template acceptance ratio of 0.8 for C-SLA whilst that of P-SLA
fluctuated from 0.33 to 0.34 to 0.36 and then dropped to 0.35. The huge gap between
the performances of the two frameworks is attributed to the C-SLA’s ability to select

and recommend an SLA template based on prior knowledge of the consumers QoS
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preferences. The C-SLA, therefore, scales well with an increase in number of request

and maintains high levels of Template acceptance ratio.

5.4.3 Experiment III: Average RRT Vs. Number of Service Variants

This experiment was carried out in order to determine the effect of an increase in the
numbers of service variants on the RRT (i.e the time it takes to retrieve an SLA
template after a request has been made. A particular service variant was searched for as
numbers of service variants were being increased. The average time taken for that
particular service variant to be retrieved was recorded. Table 5.4 shows the simulation

results observed.

Table 5. 4: Number of service variants and the corresponding RRT

No. of 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
service
variants

Average | 0.402 0.635 0.841 1.125 1.524 1.954 2.356 2.634 3.214 3.540
RRT

(sec)

The scatter plot presented in Figure 5.3 shows a linear relationship between RRT and
Number of service variants. This implies that the C-SLA framework is scalable. An
exponential relationship of this nature would imply poor performance as grid service

variants increase hence, an inability to scale well.
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Figure 5. 3: Graph of Request Response Time against Number of Grid Services

5.4.4 Experiment IV: Precision of C-SLA and P-SLA framework
This experiment measures the success of the SLA template selection based on the
relevance of the selected SLA templates. It may be possible that some SLA templates

which are recommended might not be relevant to the consumer’s QoS request.

In this experiment, 502 service variants were generated. A hierarchical clustering of
these variants was conducted based on the QoS parameters. It was identified that these
variants could best be clustered in two groups. For each of the test runs conducted in
this experiment, 20 requests were forwarded to the service database. The returned
services for both the C-SLA and the P-SLA framework were observed. i.e the request

was processed by both frameworks. Each request was classifieds into one of the two
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clusters based on their similarity to these two clusters. Euclidean distance was used as a
dissimilarity measure. If a request returns a service in its cluster, it is said to have
returned a relevant service otherwise the returned service is not relevant. Using the 20
requests from each run, the precision of each scheme was calculated. A total of 8 runs

were conducted for this experiment.

5.4.4.1 Results

Table 5.5 shows the precision observed for each framework.

Table 5. 5 Analysis of precision of the C-SLA and the P-SLA framework

Test No. 1 |2 13 14 |5 |6 [7 |8 [|AVERAGE

Precison | C- | 075085 |08 |0.75 |08 |09 |0.9 085 | 083125
SA

pP- |05 |055 055|055 |06 |0.65 |07 |0.75 | 0.60625
SA

Hypothesis

H,: the precision of the C-SLA approach is not different from that of the P-SLA

approach

H,: the precision of the C-SLA approach is different from that of the P-SLA approach

Table 5. 6: Difference in precision between the C-SLA approach and the P-SLA approach

Mean t df Sig. (2-tailed)

Pair 1 |Consumer Initiated -
Provider Initiated .22500 9.721 7 .000
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Table 5. 7: Paired Sample Statistics

Paired Samples Statistics

Mean N Std. Deviation | Std. Error Mean
Pair 1  |Consumer Initiated .8312 8 .07039 .02489
Producer Initiated .6063 8 .08634 .03053

P-value = 0.00 <0.05.

Reject Hy and conclude that the precisions of the two approaches are significantly

different.

These results indicated that the mean of C-SLA precision is significantly different from

the P-SLA precision (t = 9.721, p = .000).

C-SLA has higher average precision as compared to the P-SLA approach (See Figure

5.4). On average CSLA is approximately 80% precise in retrieving relevant SLA

templates as compared to 60% precision for the P-SLA approach. This goes to show the

difference in precision of the two approaches. CSLA, therefore, recommends more

relevant SLA templates as compared to P-SLA approach.
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5.5 Chapter summary

In this chapter we presented the simulation results of CSLA template selection
framework. We compared the C-SLA with the classical Provider initiated (P-SLA) SLA
template selection framework. Experiments on consumer satisfaction, scalability and
precision were conducted. The goal was to achieve increased consumer satisfaction
through flexibility and customization of the SLA template creation process. This goal
was achieved by incorporating consumer input at the very initial stage of the SLA
lifecycle and then utilizing that input to select the most appropriate SLA template for

the consumer.
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CHAPTER SIX

CONCLUSION AND FUTURE WORK
In this dissertation, we have tried to address the challenges faced by both consumers
and providers of Grid services as a result of rigid SLA templates. These challenges
brought about the need for a more flexible SLA template creation process. This work
specifically focused on the selection of the most appropriate template for the consumer
based on their QoS requirements and obviously, on the provider’s capability as the
solution to this rigidity problem. The overall goal of this research was to develop a
framework for flexible SLA template creation based on consumer QoS requirements.

The framework is what we referred to as a Consumer-initiated SLA creation framework

abbreviated as C-SLA.

This Chapter concludes the dissertation and summarizes it in Section 6.1. In Section
6.2, we conclude this chapter by suggesting future works and defining the limitations of

our work.

6.1 Conclusion
From the existing literature, we realized that the consumer’s requirements are only
considered at the later stages (i.e during negotiation) of the SLA life cycle, at which

stage the parties need to indulge in intense negotiations before an agreement can be
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reached. The degree of customization in SLA templates offered by service providers is
limited. Consumers find it difficult to express their individual QoS preferences that

allow them to realize ROI timely, during the classical SLA creation phase.

We argue that the initial phases of the SLA life cycle should encompass the consumer
requirements before the SLA template can be formulated and advertised. We,
therefore, proposed a consumer-initiated SLA creation framework that factors in the
consumers request to select the most appropriate SLA template for that consumer. The
consumer- initiated approach to SLA template selection is more appropriate in
delivering flexible creation of SLAs and promotes increased consumer satisfaction as

compared to the provider initiated approaches.

We simulated our proposed consumer initiated approach to SLA template creation as
well as the provider initiated approaches. The proposed approach (C-SLA) was
compared to existing ones that are based on the classical provider initiation approach to
SLA template creation. We used this simulation to conduct performance evaluation
experiments between the two approaches. In the simulation, the following evaluation
metrics were used:

1. Consumer Satisfaction

2. Scalability

3. Precision
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Analysis of the results obtained from the simulation revealed that our C-SLA
framework brings more satisfaction to a consumer as compared to the P-SLA approach.
The result also showed that the CSLA framework is more scalable than the P-SLA
approach and finally that C-SLA is more precise in retrieving relevant SLA templates in

comparison to P-SLA approach.

In essence, the evaluations concluded that C-SLA as proposed in this research could
provide the needed flexibility in SLA template creation that would improve the uptake

of commercial Grid.

6.2 Limitations and future Enhancements

Although C-SLA has been proved to be an applicable approach to dynamic selection of
the appropriate SLA template, it has some limitations which could be recommended
for future enhancements. For instance, in practice network factors would have a direct
effect on many QoS properties such as response time, negotiation time etc. In this
work, these factors were not considered. It would be interesting to see how these

network-metrics influence the behavior of C-SLA.

We believe that if the provider allows for consumer input during SLA template
creation, through studying this input, the provider will be able to “learn” the trends of
the consumer requirements and hence, if need be, the provider would be able to

“adjust” its services to suit the current trend resulting in an increase in consumer
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satisfaction. It would also be desirable for C-SLA be able to learn the behavior patterns
of each consumer and should at least keep profiles of all its consumers. This would also

aid in it being able to increase its precision during SLA template selection.

Also in our work, only limited QoS metrics were used for the experiments and
evaluation. In future we intend to investigate the impact of other QoS metrics in the

SLA template selection.

Overall, considering that the results of this work are based on a simulation experiment,
in future, we intend to deploy our model on an actual grid infrastructure (preferably
GUISET) together with existing SMMEs as case studies and hope to report the findings

in subsequent peer-reviewed publications of this work.
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APPENDIX I

Calculating the Satisfaction Threshold utility (d,)

The consumer specifies a percentage between 50 and 100% as the desired Satisfaction

Threshold.

Let (d,) be the utility represented by this satisfaction threshold,

du(X) Q]) = \/an:Wk(Xk _ij)

2

Let consumer utility = U

For U =100% Thend (X, Q) =0

For U = 0% Then dy(X, Q) = ;| 2 W(1-0)°

where W ... = 3 and the total QoS metrics = 4

Let P be the consumer defined satisfaction threshold,

12-d

Therefore P = .

V12

Hence d, = \/ﬁ(l— P)

If dmin < du

then accept SLA template
Get Template Acceptance Time (TAT)

else reject SLA template
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